
facts bearing on the problem 



{«}. The British version of the C.C.R. consists of the Typex 
waahlne with the C.C.H. adaptor. 

(b). The Typex machine is one of the British national cypher 
Stfg&m tail is scheduled to he replaced within the next 

free years* 

Co). The C*C.H. adaptor is of no value without the fypex machine* 

{&)• The near British cypher machine oust incorporate the mechanism 
Of the agreed new Combined cypher Hachine in carder to meet the 
jpeqpj r aaa ewt of the Royal Bevy that the aasller ships shall 
worry «tdy one aachlne. 

{*). The new British cypher machine must be effective for the next 
twenty years* 

(f). The design of the new British cypher machine is at present held 
«p pending a decision on what aeohaalsa is to be employed for 
scsfeiaed eenMuni cations on a long term basis* 



Offer by the tf.S* Chiefs of Staff of the B.C.S. far Combined use* 

’H i - 1 - nr in mfi i iii Wwi MwBBiaea ^ r i fon i q -nruni t n i w M i ai at 8artwmfi~fr< i Tir ii T ■ ' ■■ tr *' i . Mr . aira«r» « »■«■* 

3* The B.C.H, is a five drum machine. The drum turn- over mechanism 

shows a material improv e ment over the C.C.H. Both the B.C.&. and the Typex 
machines could be modified to accept the 5-drum B.C.R. mechanism* 

Cettbifted British - tf.S. appreciation of the security of the 5-drufa B.C.K. 

»reiWMiriSeW»»'»« ii * a.iuiaMf wsWiiaTeafrii^^ mWMSi 

4* H%L EBB&M haggl«to.. fl^..t<SfihnigttgJ, an electronic analytioel 

setohine could be boilt within the next three years to op e r ate at a speed of 
y»*dO0 tests per second. 



3* 



On the prianraption that the cryptanalyst was in possesion of i- 
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one such s ssachine could theoretically- solve a setting of a 5“drua cypher 
mama with a tan drum set of rotors in about two years* 

6, The practicability of such an attack would depend on:- 

£a) The number of auMncs which could be made available, 

(b) She extent to which the speed of operation of such a machine 

could be Increased* 

7* St is estimated that the first machine of this typewould coat about 

$500*000 and that further machines would coat about §100*000 each* St is 
anticipated that considerable improvement in the speed of operation of a 
Ma ch i n e of this typo would be possible within the next five years* 

#« The 5-drua B.C.M. though offering a material improvement on C.C.M* 

will therefore theoretically act defeat this fora of cryptaaalytic attack in 
three years time* 

9. The above appreciation applies to all 5 -drum. oypher waxes and not 

exclusively to B.C.M, Eoaever, a 7-drus cypher mass wculd defeat this fam 
of attack* 



British conclusions on suitability of B.C.M. fear Combined Cctssmicatlcns* 

1 - . ~ ,n jggfi xsfig, ^5S555k 

10. Ih view of the f caregoing the British could not contemplate building 

a 5-drtaa B.C.M. 

XI. i 7-drua B.C.M. would be acceptable from the standpoint of security 

kt would involve the incorporation In the near British cypher machine of 
additional mechanism. 

It ft 

12* Dam to apace limitations in the the U.S, cannot at present 

aeoosMs odat e a 7-drua B.C.M. within the carcase of the K«C*2», They can only 
accOMaodata a 5-drua B.C.M, mechanism. Ch the other hand* the B.S. have 
already built a 7-drum mechanism for association with the Type* nschin* . A 
T-drna B.C.M. mechanism is therefore unlikely to be available for Combined 
Ceaatmlcaiiana far several years. 

13. It would take about taro years before the 5-dxura E.C.H* adaptor could 

fee available. This being so with the arrival of the new British cypher machine, 
the 5-drua adaptor would be obsolete within three years of its introduction. 

14* The British would therefore be extremely reluctant to build 5-dmnt 

B.C.M. adaptors as a short term solution. 
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It is agreed that nothing less than a 7-drus aachias will offer 
edeepaate security for the next twenty years* * 
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16* At the present tiae the British are planning to lnearpcrate in the 

am British qypher hbcMm a cypher mass of at least seven Orman operating 
on the e«C«ii* principle* 



17* xo provide & 7-drms Coobined ayatm would require aodifioation to 

the u.s* K.C.is* tut need no* require any further aodifioation to the am 
British cypher aaohi&a, if !>', C*H* principles are «apl eyed* 

1^* It should be pointed out that in vies of the material advance in 

cryptographio techaiqpa, the British would prefer not to eaplqjr either the 
3#G*J4, cr the principles lit the am British cypher machine. However, 

until discussion between British and U.S* on all cryptographic principles 
and theories is authorised with a view to arriving at an agreed nerr approach 
to the pardfaleB, the British ere forced to retain a raebaniaej of this description 
if Coei>i!ssd wording is to be possible and if they are to incorporate "British 
national 0 as well «a ” Combined 0 principles within one aechine, which la a re- 
quirement of the Boyal ’«vy* This requirement id not so pronounced in tho 
Arsy and Air Force, who at present hove techniques different frora B.C.M* and 
1.C.H* in use cr under constnxrfeijoa, for both tt ott-lIae n end w aff-line" cypher 
working* 



Bscommxnos 



19* Stt view of the material advances recently new* in the science of 

cryptanalysis and cryptography# the moot effective solution to this problem 
would be achieved by free interchange between the British and U.S* of all 
espyptogrephio techniques and theories, without necessarily disclosing which 
of these were to be eraplcyed for national cypher c h a n n e ls of either nation* 
this would enable the most profitable course in term of security, efficiency 
end practicability to be determined* Failing this, both nations are tied 
to the V'.C.H./B.C.a. principles for Combined H ommicetiooB Sat the meet 

twenty years# 



20* If this exchange of i&forostlan is not authorised, then in view 

of -the fact that the design of the am British Cypher Machine is held up 
pending a decision on what ayatea shall be eoplcyed for Coobined use an a long 
tern basis, a decision oust be taken without delay on whether*-* 

(a) the 7-drua -i.C.M* 

(b) the 7-droo B.C •&* 

(©) both 4e) sod (b) above 



are to be ergxlcyed fer this purpoee* 



